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[bookmark: _Toc131528079]4.15.4.5	Exposure of Events from UPF for UPF Data Collection
[bookmark: _Toc131528080]4.15.4.5.1	General
This clause contains the detailed description and the procedures for how the UPF event exposure service (see clause 5.2.26.2) is used for UPF data collection.
The list of NF consumer which may receive UPF event notifications is defined in clause 5.8.2 of TS 23.501 [2].
To get exposure data from UPF, NF consumer may subscribe to the UPF directly or indirectly via SMF. This is further defined in clause 5.8.2 of TS 23.501 [2].
The UPF event exposure events are described in clause 5.2.26.2. In this Release of the specification, the following events are used for UPF Data collection:
-	QoS Monitoring. This event provides QoS Flow performance information.
-	UserDataUsageMeasures. This event provides information of user data usage of the User PDU Session.
-	UserDataUsageTrends. This event provides statistics related to user data usage of the User PDU Session.
A consumer of UPF event exposure can subscribe to QoS monitoring event via SMF only and UPF sends the QoS Flow Performance information directly to this consumer. For this event, the interaction between SMF and UPF is over PFCP (TS 29.244 [69]). The subscription request can trigger in SMF end to end UL/DL delay measurements but only for QoS flows that have already been established. Clause 5.33.3 of TS 23.501 [2] describes the QoS parameters that can be measured by means of QoS monitoring and how to enable the end to end UL/DL delay measurements for QoS flows. are activated and measured triggered by a PCC rule received in SMF. By default, When the Subscription request for QoS monitoring event indicates that refers toit is for the QoS Flow associated to the default QoS rule, the subscription request triggers SMF to enable QoS monitoring based on local configuration.
NOTE x:  Packets from multiple applications may share the QoS Flow associated with the default QoS Rule which may diminish the relevance of some measurements like data rate. 
The subscription to QoS monitoring event can target the QoS flows bound to an application by including an application identifier. In this case, SMF identifies the active PCC Rule that includes that Application identifier. SMF enables this consumer (e.g. NWDAF) to receive the QoS Monitoring reports enabled by that PCC Rule. If the identified PCC Rule has no QoS Monitoring policy or if no PCC rule is identified, SMF rejects the subscription request for that Application Identifier.
Editor's note:	It is FFS, how SMF identifies the QoS flows to monitor if application identifier is provided in the subscription from e.g. NWDAF, and application traffic was bound to QoS flows by PCC rules without application identifier in the service data flow detection information (see clause 6.1.3.22 of TS 23.503 [20])
Editor's note:	In TS 23.503 [20] the following is stated: "When the PCF provisions a PCC rule with QoS Monitoring Policy, the PCC rule is bound to a new QoS Flow and no other PCC rules is bound to this QoS Flow". It is FFS how this condition is met when QoS monitoring is triggered by NWDAF.
NOTE y:	Extensive usage of QoS Monitoring has significant impact on load and signalling.
A consumer of UPF event exposure such as NWDAF can subscribe to User Data Usage events directly to UPF or via SMF, and UPF sends the event notifications directly to this consumer. For this event, the interaction between SMF and UPF is over SBI. For User Data Usage events, the subscription request may target specific service data flows (e.g. a specific application traffic) by including a traffic description (e.g. an Application Id). Else, the scope of the subscription is all the traffic in the PDU Session. The subscription request may indicate certain the granularity requested, that is whether the measurement reports should be provided per service data flow, application, or the whole PDU Session. for the information e.g. how many differentiated measurements are requested,.
If the event notification can be delayed, i.e. delay tolerant, Reporting suggestion information is included. The Reporting suggestion information includes Report urgency and Reporting time information. Reporting urgency information indicates whether this event report can be delay tolerant, i.e. the event report can be delayed. If the Reporting urgency information indicates "delay tolerant", the Reporting time is also provided, which defines the last valid reporting time, and UPF shall report the detected event before the last valid time.
Table 4.15.4.5.1-1: Input parameters in subscription to UPF event Exposure events
	Information
	To SMF
	To UPF
(NOTE 4)

	UE ID
	Y
	Y

	GroupID
	Y
	N

	AnyUE
	Y
	Y

	DNN
	Y
	Y

	S-NSSAI
	Y
	Y

	AOI
	Y
	N

	BSSID/SSID
	Y
	N

	DNAI (NOTE 3)
	Y
	N

	UPFId (NOTE 3)
	Y
	N

	Type of Measurement
	Y
	Y

	Granularity of Measurement (NOTE 2)
	Y
	Y

	Application ID (NOTE 1)
	Y
	Y

	Traffic Filtering (NOTE 1), (NOTE 2)
	Y
	Y

	Reporting suggestion information
	Y
	Y

	NOTE 1:	Application ID and Traffic Filtering are exclusive
NOTE 2:	This parameter does not apply to QoS monitoring event
NOTE 3:	This parameter is used to indicate a UP Path as defined in Table 6.4.1-1 of TS 23.288 [50].
NOTE 4:   Not applicable to events where SMF-UPF interactions are using PFCP (e.g. QoS Monitoring event).



[bookmark: _Toc131528081]4.15.4.5.2	Information flow for subscription to UPF event exposure service for certain UE(s) via SMF




Figure 4.15.4.5.2-1: Subscription to UPF event exposure service for certain UE(s) via SMF
In the case of a group of UEs, the UPF event consumer (e.g. NWDAF) first issues an Nnrf_NFDiscovery_Request service operation to find the UDM providing the target Group ID and gets the NF profile of the UDM serves this group. Then, NWDAF obtains the list of SUPIs that correspond to the Group ID from UDM using Nudm_SDM_Get
NOTE 1:	It is assumed that all members of a Group ID belong to the same UDM.
Then, for each SUPI:
1.	The UPF event consumer (e.g. NWDAF) invokes Nudm_UECM_Get service operation to retrieve the appropriate SMF by providing UE ID, DNN, S-NSSAI and NF type = SMF.
2.	The UDM provides a Nudm_UECM_Get response with the corresponding SMF.
3.	The UPF event consumer sends the Nsmf_EventExposure Subscription request to the SMF to subscribe to UPF data, including the following information:
-	Notification Target Address (UPF event consumer address), Notification Correlation Information.
-	Indication of UPF Event Exposure Service and Target subscription UPF Event Id.
-	Event Filter Information: S-NSSAI, DNN, DNAI,UPF Id, Traffic Description for the target traffic (e.g. Application Id), Area of Interest, SSID/BSSID.
-	Target of Event Reporting: a UE.
-	Reporting suggestion information.
-	Target Subscription information: Type of Measurement and granularity of the information requested.
If the consumer is NWDAF and the analytic filter information includes application server IP address/FQDN, the NWDAF first obtains the DNAI from NEF as described in steps 2 and 3 in Figure 4.15.4.5.3-1.
4.	The SMF selects the PDU session(s) and the UPFs it has to send the request to.. The SMF sends the request to the UPF including the UPF event consumer address, Notification Correlation Information, Event Filter Information, Reporting suggestion information, Target of Event Reporting, and Target Subscription Information as required. Target of Event Reporting is a certain UE. The interaction mechanism used between SMF and UPF depends on UPF exposure event and which mechanism applies for each event as described in (see clause 5.2.26.2.1). For some events, It could be as inSMF shall contact UPF (4a) with N4 Session Modification with PFCP (TS 29.244 [69]), for other events or as in (4b) with Nupf_event exposure subscribe request (as defined in clause 5.2.26.2.3).
NOTE 2:	Some events may can require SMF interacts with RAN at this stage.
5.	Per Reporting suggestion information(if available), the UPF sends the locally collected UPF data by invoking Nupf_EventExposure_Notify service operation to the UPF event consumer.
4.15.4.5.3	Information flow for UPF event exposure service for any UE



Figure 4.15.4.5.3-1: UPF Information Exposure to the UPF event consumer (e.g. NWDAF) of any UE scenario
1.	(in the case of NWDAF) The analytics consumer sends a request to the NWDAF for analytics on any UE. The consumer provides the any UE in the Target of Analytics Reporting. Analytics Filter Information optionally contains DNN, S-NSSAI, Area of Interest, Application server IP address/FQDN, APP ID, DNAI, etc.
2.	(Optional and only when the UPF event consumer is NWDAF) If in the analytic filter information does not contain DNN/S-NSSAI, but onlyincludes application server IP address/FQDN, the NWDAF should firstly obtain the DNAI from NEF. The NWDAF invokes Nnef_DNAIMapping_Subscribe service to request the DNAI information. The request includes EAS IP/IP range and/or FQDN.
3.	(if step 2 took place) The NEF determines the suitable DNAI(s) and answers to NWDAF.
4.	The then UPF event consumer triggers the SMFs/UPFs discovery to NRF by Nnrf_NFDiscovery_Request providing the DNN, S-NSSAI, DNAI etc. This procedure is to discover the related SMFs/UPFs associated with any UE and support the indicated DNAI. SMF or UPF(s) are discovered depending on whether the subscription request to UPF events meets the criteria for direct subscription to UPF as as defined in clause 5.8.2 of TS 23.501 [2]).
5.	The NRF provides Nnrf_NFDiscovery_Response that may refer to several SMFs/UPFs.
6.	(Option 1) If the subscribed UPF events needs the SMFs to do a third-party subscription onto UPF (as defined in clause 5.8.2 of TS 23.501 [2]), the same procedure as Indirect subscription via several SMFs (steps 3 - 5 in Figure 4.15.4.6.2-1(for single UE)) takes place via each discovered SMF.
7.	(Option 2) If the subscribed UPF events allows to directly subscribe to UPF (as defined in clause 5.8.2 of TS 23.501 [2]), the UPF event consumer (e.g. NWDAF) triggers the Nupf_EventExposure_Subscribe to all discovered UPFs. The information included in the subscription is the same as step 3 in Figure 4.15.4.5.3-1.
8.	Each of the UPFs invokes Nupf_EventExposure_Notify service operation directly to the UPF event consumer (e.g. NWDAF).

Second CHANGE
[bookmark: _Toc131528909][bookmark: _Hlk124843814][bookmark: _Toc122444213][bookmark: _Toc114668922][bookmark: _Hlk116471954][bookmark: _Toc114668923]5.2.26.2.1	General
Service description: This service can expose UPF related information to other NFs. There are several operations for this service:
-	Notifying events on the PDU Session to the NFs.
-	Allow consumer NFs to subscribe and unsubscribe for an Event ID on UPF.
-	Allow consumer NFs to acknowledge an event notification.
The following events can be notified to a NF consumer:
-	QoS Monitoring. This event provides QoS Flow level performance information and can be used for direct event notification of QoS Monitoring reports to a different NF than the SMF as defined in clause 5.8.2.18 of TS 23.501 [2], or it may be for UPF Data collection by NWDAF for analytics (see TS 23.288 [50]) as described in clause 4.15.4.5.
	Subscription to this event is always indirect via SMF. The subscription specifies the type of measurement that is being requested. A combination of the information listed below can be requested.
	UPF and SMF interact using Session Reporting Rules as defined in clause 5.8.5.11 of TS 23.501 [2].
	The event notification may contain following information:
-	QoS monitoring result for the QoS parameter(s) to be measured defined in clause 5.45 of TS 23.501 [2], e.g. UL packet delay, DL packet delay, or round trip packet delay.
-	UserDataUsageMeasures. This event provides information of user data usage of the User PDU Session. It can be used for UPF Data Collection by NWDAF for analytics (see TS 23.288 [50]) as described in clause 4.15.4.5.
	SMF and other allowed direct consumers shall use Service Based Interface subscription service operation to subscribe this UPF event. The subscription request specifies type of measurement that is being requested and for which target traffic, which is either the whole PDU Session or traffic identified by either Application Id or traffic filter information, and as well as the required granularity for the information reported. A combination of the information listed below can be requested.
	The event notification may contain following information:
-	Volume Measurement: measures of data volume exchanged (UL, DL and/or overall) and/or number of packets exchanged (UL, DL and/or overall) with or without application granularity. This measurement can also include number of packets transmitted for applications where that is possible to differentiate.
-	Throughput Measurement: measures of data throughput (UL and DL) measures aggregated for the PDU Session or per application.
-	Application related Information: URL/s and/or Domain information (domain name and protocol)/s detected in the PDU Session for the target traffic.
	When the subscription requests that information is provided per data flow, the notification includes the packet filter set and the Applications Identifier if available.
-	UserDataUsageTrends. This event provides statistical measurements. It can be used for UPF Data Collection by NWDAF for analytics (see TS 23.288 [50]) as described in clause 4.15.4.5.
	SMF and other allowed direct consumers shall use SBI subscription operation to subscribe this UPF event. The subscription specifies for which target traffic the information is requested, which is either the whole PDU Session or traffic identified by either Application Id or traffic filter information, as well asand the required granularity for the information reported.
	The event notification may contain following information:
-	Throughput Statistic Measurement (average and/or peak throughput) over the measurement period for the PDU Session or per application.
	When the subscription requests that information is provided per data flow, the notification includes the packet filter set and the Applications Identifier if available.
-	TSC management information (UMIC, PMIC, NW-TT port number) as defined in clause 5.8.5.14 of TS 23.501 [2].
	TSC management information event can be the result of an implicit subscription of the PCF on behalf of the TSNAF/TSCTSF via the Npcf_SMPolicyControl service as described in clause 5.28 of TS 23.501 [2].
If the consumer of UPF service is NWDAF and the target of UE is any UE, according to the Analytic ID from consumer, the NWDAF can decide which kind of information should be collect from UPF and event ID to use. Subscription may be performed directly towards UPF or via SMF as described in clause 4.15.11. The UPF collects the data according to the event ID, and exposes the related information directly regardless of whether the subscription has ben relayed by the SMF.

Third CHANGE
[bookmark: _Toc131528911]5.2.26.2.3	Nupf_EventExposure_Subscribe service operation
Service operation name: Nupf_EventExposure_Subscribe
Description: This service operation is used by an NF to subscribe or modify a subscription to UPF event exposure notifications e.g. for the purpose of UPF data collection on a specified PDU Session or for all PDU Sessions of one UE, group of UE(s) or any UE.
Input, Required: NF ID, Target of Event Reporting, (set of) Event ID(s) defined in clause 5.2.26.2.1, Notification Target Address (+ Notification Correlation ID), Event Reporting Information defined in Table 4.15.1-1.
Input, Optional: Subscription Correlation ID (in the case of modification of the event subscription), Expiry time, DNN, S-NSSAI, Application ID(s), traffic filtering information, Type of measurement, granularity of measurement, Reporting suggestion information.
Output, Required: When the subscription is accepted: Subscription Correlation ID (required for management of this subscription), Expiry time (required if the subscription can be expired based on the operator's policy).
Output, Optional: First corresponding event report is included, if available (see clause 4.15.1). Notification Target Address (+ Notification Correlation ID) is used to correlate Notifications sent by UPF with this subscription.

END of CHANGES
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